, , . , HTTP 200. . HTTP 406. , HTTP 503 400.

URL-

https://signer.cipher.kiev.ua/api/v1/ticket/{uuid}/ds/verifier

GET
uuid | String
Content-type
200 | application/json = message {
verifyResults "message”
"verifyResults" : Array
}
503 | application/json ' message {
"message” : "
}
400 | application/fjson ' message {
"nmessage” :
}
406 | application/json = message {
verifyResults "message” @ " ",
failureCause "failureCause” : "",
"verifyResults" : Array
}
JSON
message String
failureCause | String ,
verifyResults | Array
verifyResults
status String = "SUCCESS" -
"FAILURE" -
failureCause String ,
signerinfo Object
signingDateTime String
isValid Boolean , ,
true -
false -

contentTimestamp Object ,


https://signer.cipher.kiev.ua/api/v1/ticket/{uuid}/ds/verifier

signatureTimestamps = Array

DETACHED
ATTACHED
ASIC_S
ASIC_E

CADES_BES
CADES_C
CADES_T
CADES_X_LONG
XADES_B B
XADES_B_T

isUntrustedValid Boolean .
true -
false -

signatureType String
L]
L]
L]
L]
signatureFormat String
L]
L]
L]
L]
L]
L]
L]
L]

XADES_B_LT
XADES_B_LTA

contentTimestamp, signatureTimestamps

isValid

isFailure

dateTime

tsaCertificateSerialNumber

signerinfo

ownerCertificateInfo
issuerCertificatelnfo
publicKeyCertificatelnfo
certificateSerialNumber
notBefore
notAfter

extensionsCertificatelnfo

Boolean

Boolean

DateTime

Object*

Object*
Object*
Object*
Object*
Object*
Object*

Object*

true -
false -

true -
false -

ISO 8601,

TSP-

signerinfo.ownerCertificatelnfo.value

ownerSurname Object*

ownerGivenname = Object*

ownerFullName Object*

ownerCountry Object*

ownerRegion Object*

ownerCity Object*



ownerAddress Object*
ownerSerialNumber = Object*

ownerPosition Object*

signerinfo.issuerCertificatelnfo.value

issuerOrganization | Object*
issuerDepartment = Object*

issuerFullName Object*

issuerCountry Object*
issuerRegion Object*

issuerCity Object*
issuerAddress Object*

issuerSerialNumber = Object*

signerinfo.publicKeyCertificatelnfo.value

publickey = Object*

dsAlgorism = Object*

signerinfo.extensionsCertificatelnfo.value

personalData Object*

alternativeOwnerName = Object*

subjectKeyld Object*
issuerKeyld Object*
subjectOwnerld Object*
certificateProfile Object*
keyUsage Object*
isTemporary Object*
isReinforced Object*
isQualified Object*

isPrivateKeyOnQSCD = Object*
gscdTypeName Object*

isElectronicStamp Object*

signerinfo.extensionsCertificateInfo.value.personalData.value

customld = Object*
passport = Object*
drfou Object*

edrpou = Object*


https://docs.cipher.kiev.ua/pages/viewpage.action?pageId=4358281#id-%D0%9F%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5%D1%80%D0%B5%D0%B7%D1%83%D0%BB%D1%8C%D1%82%D0%B0%D1%82%D0%B0%D0%BF%D1%80%D0%BE%D0%B2%D0%B5%D1%80%D0%BA%D0%B8%D0%AD%D0%9F-CertObject
https://docs.cipher.kiev.ua/pages/viewpage.action?pageId=8619293#id-%D0%9F%D0%BE%D0%BB%D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B5%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85%D0%BE%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B2%D0%BE%D0%BC%D0%BA%D0%BE%D0%BD%D1%82%D0%B5%D0%B9%D0%BD%D0%B5%D1%80%D0%B5-CertObject

eddrun = Object*

Object*
description String ,
value [Object, String, Boolean, Number, Array, null]
signerinfo
{
"message": " .",
"verifyResults": [

{
"status": "SUCCESS",

"failureCause": ""

"isvalid": true,

"si gni ngDat eTi me": "2020-03-05T13: 25: 362",
"content Ti mestamp": {},

"signatureTi mestanps”: [

{

"isValid": true,

"isFailure": fal se,

"dateTi nme": "2020-03-05T13: 25: 392",

"tsaCertificateSerial Number": "3DB73E7BF0D575B20200000001000000BB000000"
}

I
"signerinfo": {
"ownerCertificatelnfo": {
"description": "",
"val ue": {
"owner Sur nanme": {
"description": "",
"val ue": ""
b
"owner G vennane": {
"description": " -",
"val ue": " "
H
"owner Ful | Narme": {
"description": " '",

"val ue":

b,

"owner Country": {
"description": "",
"val ue": "UA"

H

"owner Regi on": {
"description": "",
"val ue": null

b,

"ownerCity": {
"description": "",
"value": ""

H

"owner Address": {
"description": " ",
"val ue": null

b

"owner Seri al Nunber": {
"description": " ",
"val ue": "2423814"

H

"owner Posi tion": {
"description": "",
"val ue": null

1.

"owner Organi zation": {



"description":
"val ue": null
b
"owner Organi zationUnit": {
"description": " ()",
"val ue": null

}
I
"issuerCertificatelnfo": {
"description": ""
"val ue": {
"i ssuerOrgani zation": {
"description": "",

"val ue": "-

}

"issuerDepartment": {
"description": "",
"value": " () "

H

"i ssuer Ful | Narme": {
"description": " '",
"val ue": " "

b

"issuerCountry": {
"description":
"val ue": "UA"

H

"i ssuerRegion": {
"description": "",
"val ue": null

I

"issuerCity": {
"description": "",
"val ue": ""

H

"i ssuer Address": {
"description": " ",
"val ue": null

I

"issuerSerial Nunber": {
"description": " ",
"val ue": "UA-39384476-2018"

}

b
"publicKeyCertificatelnfo": {
"description": "
"val ue": {
"publicKey": {
"description": " ",
“value": "C4 39 BO 5D 95 8A 6D 95 OE 4D F4 71 2A 62 59 6B Al 55 C9 6A 91 99 21 01
8E D3 7B B4 72 11 E6 F9 00"
b
"dsAl gorisnm': {
"description": " ",
"val ue": " 4145-2002, , little-endi an"

}
b

"certificateSerial Nunber": {

"description": " ",

“val ue": "20B4E4EDOD30998C0400000006FC24004DAD7500"
b
"not Before": {

"description": " ",

"val ue": "2019-06-10T21: 00: 00Z"
H
"notAfter": {

"description": " ",

“val ue": "2021-06-10T21: 00: 00Z"



.
"extensionsCertificatelnfo": {
"description": "",
"val ue": {
"personal Data": {
“description": " ",
"val ue": {
"custom d": {
"description": " ",
"val ue": null
b
"passport": {
"description": " ",
"val ue": null

b
"drfou": {
"description": "
"val ue": "2031914098"
I

"edrpou": {
"description": " ",
"val ue": null

H
"eddrun": {
"description": "
"val ue": null
}
}
I
"al ternativeOmer Nane": {
"description": " " ",
"val ue": null
},

"subj ect Keyl d": {
"description": " ",

"val ue": "9E 03 BA B2 24 4C 3D 02 09 41 08 8E 7E A3 E8 81 CD C6 90

90 98 DC 5D F3 EF 61 8E"
b
"issuerKeyld": {
"description":

58 B5 9B 38 1F

"value": "20 B4 E4 ED 0D 30 99 8C BE 30 6A 07 7D 69 9A 32 73 23 8A E9 09 08 71 D6

16 37 OE 18 E5 76 D4 7F"
}

"subj ect Onner 1 d": {
"description": " ",
"val ue": "00"

H

"certificateProfile": {
"description": " ",
"val ue": null

}

keyUsage": {
"description": " ",
"value": " , "
H
"isTenporary": {
"description": "",
"val ue": "fal se"

1.

"isReinforced": {
"description": "",
"val ue": "true"

}

"isQualified": {
"description": "",
"val ue": "fal se"

b,

"isPrivat eKeyOn@sCD": {

"description": " ",

"val ue": "fal se"

b



"gscdTypeNane": {
"description": " ",
"val ue": null

"i sEl ectroni cStamp" : {
"description":
"value": "fal se"
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